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ABSTRACT

F|5G71E A 55 L AFE WiFi AH| A G o] A St = HA AREAF Evf g 9 EES’}EHE A o g7 Frlskal Qirt. o]
oF o B HIE 28] Bt Hopd-& o] 83 QI7FE]R] g2 of o)A Q1 Aol A /54 Edju e 37| 7ot ik /54
/J TR TpFRLE 1 glo] 7]E A Y E A MY B2 A|lAFE QEEC] =1 EX Bf’ Eol wom X 9 374 Efjgof ot
Hhe} 52 o] oFsirt. H%EOML WA ZAE HohHA ARl 525 7|45 ] QI et 2 CNNe| Ad A7|5 46}
FA ATE olF3lete] HE A4S she 2 E Al HIAE Hlo|E AIEENSL-KDD CUP H|o|E A EE AR5},
d 9 BN A3} Aoks CNN2 %/5‘3—7—%—% 2517 913 AE H| A E S804 3 o) ZHFAlE(true positive rate) 96.38%,
96.75%°]H ©]7Z-2 7]& DBNI} RNNE. T} 29%0]4F R4 Axfolch T Q]9FAl-8(false positive rate)S 0.88%2} 0.91% Xt W&
0.64%S HolFg]
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Recently, along with 5G technology public and private WiFi service areas have been greatly expanded. Also, the types and sizes of user
traffic are increasing explosively. At the same time, the frequency of intrusion/attack by unauthorized malicious users using security
vulnerabilities of wireless networks is also increasing significantly. Intrusion/attack characteristics are also diversifying, so the existing
wireless network intrusion detection system has a high false positive rate, low detection efficiency, and weak generalization ability for
intrusion and attack traffic. In this paper, as a method to improve generalization ability while avoiding the overfitting problem, we
propose a structure that reduces the size of the CNN kernel and duplicates the convolutional layer for parallel operation. The
NSL-KDD CUP data set was used as the test data set. As a result of experiments and analysis, the proposed CNN show 96.38% and
96.75% accuracy and true positive rates in performing sample tests to detect intrusion/attack.This showed an improvement of more
than 2% compared to the existing DBN and RNN. Also, the false positive rate was 0.64%, lower than 0.88% and 0.91%.
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1= A HA AlLEe wEEARR g Hof 2] 33 ol dA)| dibd oz ARgE Y
4} €8] (abnormal detection)@} -8 B Z|(misuse detection) 7|&2 WF2 He ALt EA F2 88 181 &2
AJE(false positive rate)2 7FA| 2L QJei. 22 UIEQ T /32 28 EF oS BAsla1 045k g R o] 158
2] 50] 2| P met 52 gl 714 7|ho 2 qFaetEe] [F =L Qo . @A) 7P Eol ARg = HEY
FH O 2 deep belief network(DBN), convolutional neural network(CNN), autoencoder and recurrent neural network(RNN)
et o]’ 75 F CNN 290 autoencoders th53} sh= HIRI 2 7)1 24 0 2 714 B4} A|7Ho] S Rof b2
2] EAJE 71 TAVES & gopdl om, ThAb el ONN & o2 B YIE ST Erfjmo] EAJ- 2 BRs) Wil gl
deep convolutional neural network(deep CNN) 7|5t Sk HEl-S- AL85H= HIOH.C Y| E 91T ¢HAg Roke] Egfjlo] Q&3]
A= RE PYARI Y ELA Edfmo] EAS &0l & Hol =11 Qle} 1t ot ok YEY A E o 27 E 3%/
A A5 FE30 E 5 = olm1A] 715t {H A= Sit. HQJekA] AlAEe] H-8E]T 9= J1F A s 7|42 T2 deep
neural network(DNN) 715+ 2] &F2 4 & 217 (neural network), -7 Y3125 (generic algoritm), HS &1 2]E(immune
algorithm)= 3Z¥5IL 91 0 W 2] A|AR(fuzzy system) 7]5HE] Y FR] = Qlet. o]2_ RS2 HlolE AEE A=
Sh= APollA 7] AH o] 4A] dofub, AlE HlolH o] =t Bl a-g2Ql tlofe] B4 & AWE ol HIAE Ao
H5/dS A Tt o2’ wAIE sEst| sl A2k Hlole] AeabgS 7IREe = 9 2 B, deep belief network
(DBN) 7]9t2] Q] &2, recurrent neural network(RNN) 7[8Ee] 2 Q] 2] 5 tieket Hejy 7|&o] A8 Wetso] A+ &
At ol2et ket A2 U BA L E o| = Ak /st oW, Aed wetrlElE 2785 ol Hal Ko 2 ALt
3o 2E259| Ao 2ot Hrt. o]zt 2HEE =-E517] 218l convolution neural network(CNN)©| 285 £/ ¢
SHAS] i IS 7IAoeS Holwr). 1oy Bl ok wPgolx] e 3 Lo dulst Fe o ® 3t
true positive rate(TPR))0] A& 0.2 11 9{FdS(false positive rate(FPR))= A TH& S 2 =7 L2t} CNN -8
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ol Az 2AIE mshaA diteh5Ee ZiAsh] SRt Bete2 CNNe| A A71E F4shl Z&2F4 7
S= olgelet HE dite she 728 ARt 2ee A A=lE AE dlol8 g ol8ste] Edskiltt. 2 1 23t
e 7] £ E SRl AdS F9l 2nl Sls AdEA B9 T 2o T3 280l = AIR CNN -39 21
FAdut 5! At 9 vpgol| et gt o] wpgollA] B gt wietn] B e} Atte] tisf okt 37l e &1 HlolE H |
2E tlofefo] gt EA A AP A 2] M-S tHET 480l AlRtet WAl 71E WAl Sl iRt e B AkE npA] et
S-S A Y AR o= SISl
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2, gHAH
P B8 A% GRS T AN B 0] S0 et HE 4502 Agslol s 70 54 AR 4 o] whay
slo] stejnlel o] Fado] 417] ik olefat BAIS sds}] Sls) Sk 1k MAIE uhAlo] Eel HRvloh Al B4 shst
o

HE9] 8l tF5 7162 05h= £52] CNN(Convolutional Neural Network)= A|QFoFAT), Aloteh F132] CNN-2 571
O] AHZ M AlZ(convolution layer), 27H2] &7 AlS(pooling layer), 4712] £+ 94 AlZ(fully connected layer) 12|37 17}
O] AIE TS A (SoftMax layer) O 2 TS| AT A2, BAE, 94 4 ASL 0|8} §l rolk 2122 A
© DB P2 AT(RehE LS50} 1737] 97 S48 o] dlole] Azt ZMEhAIIE, Y T mel si
9% S 71517 915 E B dropoury 7 7S] S Ao AHg ek £ concar()°] Slsl ekl
ot A

npA]el AT EWA Az T8 ANE EH5H] "ok ONN 2E2 = Hgel v Hixg] 224 AlZoA] ik 43851
1A ARl Ao ARE ARt tha2 e, 25 9 A AF S Hr 2 Seysict Al et oA HA) 7
EF4 Qitelx =28 Aol tisl] 543t 2 35t F 'lAZ = tensorflow) 2] concat() A ol 8ot HHAA AT
o] £ tlole] o] thet g 2H2 SeaiRich. nix|ute]| A EMA B Aol whet &4 2hS At 11 gk ARgote] 9

3, 5 1ol 212 AL A AP g9 clelel AES) 27 7] 58 SAS12 AUhES s, e
gt ¢

E] o}2ti|Ef = block_size, height, width, channel 0.2 A5} 2} g2 o] ts]] do]e] A EoA 27 Ml &50] A 2
& dlo|e 9] oot UHl= 13 1220 = Aot T d-2 ARERITE U HolH = A& F 719 AEF4 A2 Fskal

oF5 AL L AR81] 27] 0] RE A glo] chel AR QRS Sasitt Zzte] BREM Ade AR 715X o
£2 910HEA B4 WL Zolck WA DBRH e A MAeh] WA ARSA QR0 2 AgEl s R
AT (ReLU)E AHg I

e ) A nh Slol AME ARSI TR I e A) (1) BERM QUole] i ARSH AR BT A%

L P B

2 AHeleh 22 UeIT Te)3 o = A wis 7S, b RS ek 4 <2>—L— 5} a4 A2 e,

vy = of 2y k™l + 1 (1)
jE]L[J
ReLU(y) = {g Eg z %)) @

] HAer oA A a2 AS] 299 B4 W A s Al A E7 AlSolA 2t 2% (max pooling)s 283t

t}. 4] 3)2 & AlZNA ] AtAolH down (2) & FE Y4 2o tigh ok A2 Yehdlict, 25 A5l dlole &8 2
71=M/20|H o] AL 2P AE AlF 22145 Faoto] B4 EE(tensorflow) ] concat() FHE O]%OM He} 22 435}
o] 27 M9 Hlo|§] AIEE BhET uiA|ate = Wt Hlole= AL EWMA A2 o] gsto] E-FErh
z’] = ﬂ(w down( L= )-i- bé) 3)
R Hufol| A A 4t metr|E 3 &2 T AEQ MES wol] St AT EWMA A58 o] 85to] At Akt
H &4 7Rke 2 QS S-3otH AA| S8 gk o A1 £ gk Ate] eatel whet 7t A1 5] 7SR et AH-& 245
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A71A, wet b= 7Fe A2k A ke UehHAL n2 &3 12 Hlol8 9] 5= T12|4l o= o] » d o HE S2S Wbt
w kb= 22 2] (5), (6)3 2ol A eJETt.
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w—wy = wy — Um ®)
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74, pe S5 ECIT MUl 0 O/ 0w, 2t 0 C/9b, = U] Bk 715A] 9t A o] Hshe-S v

3. Clolg] 48 24

2 =64 KDD CUP 9952 7} NSLKDD CUP Eloje] AEISIS Algaiglch Bd 8 2 gAES 9j5
NSL-KDD+= KDD CUP 99 H|o[&] HEof|A B2 ¢Fe] F-5 Hlo[HE AAskaL, A& tlolH o Bl& £2E U+ @ ol &
2] o]] o] - §5HEE WSO, TeA o AL A% AF 8T AGFS B o F5F 4 Ik T F7.0. ol AES] A
2 EﬂolEi ?*38 Sl E1101E1 AlE] ets]o] e MY HlE=e 42 TR EAS 7ML QLo o] 22 38 TRl o
A 54,357 72 54 H o] 54 79 Eﬂo%i ARZSHE . NSL-KDD CUP Hlo[8] AIE 2] HloJ8] f-goll= =
oI9t e 1E19}4q1 37 %og dloTE] Probe, DOS, U2R, R2L5] Itk 4714 32 0] Hlofeji 7.0 2 397H0] 319 2
Aoz AlZeRedth. NSL-KDD HoJef HEE 3 HJ Sk9] Hlole MESQ! & M|E KDDTrain, 7 72| HIAE HE
KDDTest+, KDDTest-215 Egotc} AE 0] HE B EA B2 ="Table 1, Table 2 Z128]1! KDDTrain 2] AE H|o|E}=Fig.
104 Bojzrt,
Table 1. Simple category distribution table
Category KDDTrain KDDTest+ KDDTest-21
Probe 45927 2421 4342
DOS 11656 7458 2402
R2L 995 2754 2754
U2L 52 200 200
Normal 67343 9711 2152
Total 125973 22544 11850
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Table 2. Feature classification table

No. Feature Type No. Feature Type
1 duration continuous 22 is_guest login discrete
2 protocol_type symbolic 23 count continuous
3 service symbolic 24 srv_count continuous
4 flag symbolic 25 serror_rate continuous
5 src_bytes continuous 26 SIv_serror_rate continuous
6 dst_bytes continuous 27 rerror_rate continuous
7 land discrete 28 SIv_rerror_rate continuous
8 wrong_fragment continuous 39 same srv_rate continuous
9 urgent continuous 30 diff srv_rate continuous
10 hot continuous 31 srv_diff host rate continuous
11 num_failed logins continuous 32 dst_host_count continuous
12 logged in discrete 33 dst_host_srv_count continuous
13 num_compromised continuous 34 dst_host same srv_rate continuous
14 root_shell discrete 35 dst_host diff srv rate continuous
15 su_attempted discrete 36 dst_host same src port rate continuous
16 num_root continuous 37 dst_host srv_diff host rate continuous
17 num_file creations continuous 38 dst_host_serror_rate continuous
18 num_shells continuous 49 dst_host srv_serror_rate continuous
19 num_access_files continuous 40 dst_host_rerror_rate continuous
20 num_outbound_cmds continuous 41 dst_host srv_rerror rate continuous
21 is_host_login discrete
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Fig. 1. Sample data of KDD Train+
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dlol8] Aol =A] A=jet Btet A2l 5 712 ZRA|I2TF Sl A A 2| A2 ZRAI2A 42 wofE AlE=
3

HEE~0]7] uﬂ_roﬂ Eﬂi\E glo]8] HIEx -3 2179 (one-hot encoding)= Z-8]tc}. 4=2] A2] & A 71A] 53 2] A=A
5732 8471] o]l B/ W7} He}. T12]al Ho[8 AlE 2] 38712 HAE EA 0= Hlo]f AES] Ql= 2t HFE0] 42714
S48 A= 1227};(] O]Z‘lEf HE} 7ok the2 37 192 Q1|2 LRt

1) TCP, UDP ¥ ICMP2} -2 protocol _type2] 5732 ZH2} o]x1 ¥lE] (1, 0, 0), (0, 1, 0), (0, 0, DE 15
2) 70712] A& £7/d<] 70719 121 S HE= T
3) E 1 Foll 2t 1171 AE 4301 1171H7] oW B4 o= 15

grtst ZRAIAA FARZ A (NI X, OF X2 5780 Zhgkat 24k vreRdITh dlole] AlEofA A&
glo]E] A Ate]2] g #l9l= 3] th2 ok oS S04, num_root -5 5432 3 #91[0, 7468]0] 7 num_shells -7 5432 gt
o= 10, 5101tk o2t Zro] F-aof| what x| gkt Hoigke] M 9h= ol thEct Ak ke -golstA 51 Slal At A
S 8ot 2 54 7Eol ’ifhe2H [0, 1102 sk miE ek

Xoorn = 55— @)

=
=

HIAE dllo] 43 5l vl HIAE Sl AR 883 5013l &9 AREE E017] $18]l Tensorflow-GPUS AT Aol=
o]

*+ OS: 2% 10 (64bit)

* CPU: Intel Core i5-4570 3.2GHz
* RAM: 8G

* GPU: NVIDIA Geforce GT625

* Python 3.8.5

A QI et el 52 Sls5-E(learning rate)= 0.1, =& OF(dropout)= 0.5 12|11 F A9 S O] HkE 3143002
= AA5ISI Hlol8 2] 5 7l-= 10000122 ZF i 2] Z7]of] ek §EE: S19= 500tk A|QFet 7% CNN 20| tfgh A5
2 3 (AC), 7 FE(TPR) 2 YIFFE(FPR) 3714 A BHE AF8519] 7] DBNIHRNN-S H] L B7 st 2+ 57 2]
= thea Atk

H:l

TP+ TN
AC= TP+ TN+ FP+ FN ®)
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TP

TPR= rp 7N ©)
FP
FPR= pp TN (10)

o47]4, TP= True Positive classE WEHWH LA E|H JafjAz 2HlEA] 57H XA e H Jejj2of Lol= &0 45 o]
e}, TNE True Negative classE HEIUM, YIAEE Stz 2xter] 27 v e 2 220 Sk A2 45 o0
g}, FP+= False Positive class©|H, ZA|E|B S|AZ2 3 B2 YA B Sdfjiof & ]-— Mol 22 oJu|dlt} FNE=
False Negative classO|™, UI7IE|B &2 JE|Ag A5 BRE ZXEH S of Sol= M50 7 ofugitth. 9 Bt A %s
of thet A3 A= Fig. 20014 Ho =41 Q)
100 86.38 g3 45 04.33 96.75 95.21 95.35

50

B0
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40

30

20

o 0.54 0.88 0.1

0 R
AC TPR FPR
mProposed CNN - mDBN  mRNN
Fig. 2. Test result of proposed CNN, DBN and RNN
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4 27 AR CNNe©] 7] DBNTFRNNeJ H] ] B 52 ©2] e (AC)2H S E(TPR) 1212 W2 A dE(FPR)y&
Hof 3t Aot Weto] A2 HolE 9] B4 F&= Flofl ot uh Held Rdlo] d 4= laa Holqlnt. e dAolA

SHEA] A o G ElEL At Bate] B sl el 417 doluhe 4119}@@ Prt BEA 0 28] 44|
Etohs BAlS etk 9% nietu)elo] ot el Fid BlEst Aok Hietel] s ok A2 wlole] AlES o} g3



154 = The Society of Convergence Knowledge Vol.9, No.3, 2021

References

1.

10.

11

12.

13.

14.
15.

S. Zou, F. Zhong, B. Han, and H. Sun, “Network Intrusion Detection Method Based on Deep Learning”, Journal of Physics
Conference Series, 1966(1):012051, 2021.

Y. He, and W. Li, “Image-based Encrypted Traffic Classification with Convolution Neural Networks[C]”, 2020 IEEE Fifth Inter-
national Conference on Data Science in Cyberspace (DSC), IEEE, 2020.

L. Yang, J. Li, L. Yin, Z. Sun, Y. Zhao, and Z. Li, “Real-Time Intrusion Detection in Wireless Network: A Deep Learning-Based
Intelligent Mechanism”, IEEE Access, Vol. 8, pp. 170128-170139, 2020.

H. Yang, and F. Wang, “Wireless Network Intrusion Detection Based on Improved Convolutional Neural Network”, IEEE Access,
Vol. 7, pp(99): 1-1, 2019.

AEE, A8, 914, “KDD CUP 99 ©-8-3t 71 AIeks 719 Y EQIA A BR] 719 A, Sh=-g4lste] shatele=i
2, pp.861-862, 2019.

- 718, “HEE 7R HIEY A AARAIE flt vlolE A= Wt A7, b= A el Hete] sAlstet o] ==, Al6
A ARSE, 2018.
. AEE, U, UER ALEA 7e A5, AR o= A, Als6d A2, pp.3-12, 2019.

. S.S. Roy, A. Mallik, R. Gulati, M. S. Obaidat, and P. V. Krishna, “A Deep Learning Based Artificial Neural Network Approach for

Intrusion Detection”, in Proceedings of the International Conference on Mathematics and Computing, Berlin, Germany, pp. 44-53,
2017.

. B. A. Tama, and K.-H. Rhee, “A Detailed Analysis of Classifier Ensembles for Intrusion Detection in Wireless Network”, JIPS

(Journal of Information Processing Systems), Vol. 13, No. 5, pp. 1203-1212, 2017.

I. Al-Shourbaji, and S. Al-Janabi, “Intrusion Detection and Prevention Systems in Wireless Networks”, Kurdistan Journal of
Applied Research, Vol. 2, No. 3, 2017.

A.Y. Javaid, and W. Sun, “A Deep Learning Approach for Network Intrusion Detection System”, 9th EAI International Conference
on Bio-inspired Information and Communications Technologies At: New York, 2015.

D. W.F. L. Vilela, E. W. T. Ferreira, A. A. Shinoda, N. V. de Souza Aratjo, R. de Oliveira, and V. E. Nascimento, “A Dataset for
Evaluating Intrusion Detection Systems in IEEE 802.11 Wireless Networks”, IEEE Colombian Communications Conference, 2014.

K. El-Khatib, “Impact of Feature Reduction on the Efficiency of Wireless Intrusion Detection Systems”, Parallel and Distributed
Systems”, IEEE Transactions on, Vol. 21, No. 8, pp. 1143-1149, 2010.

o], «“FA W EL] T A AR Al AR (Wireless IPS) 7|47, 2H=5-418135]2], 41228 A8, pp.114-128, 2005.
https://web.archive.org/web/20150205070216/http://nsl.cs.unb.ca/NSL-KDD/



